Setting Access Control

Introduction

By default, an entity’s Contract Workspaces (CW) are visible to all users in that entity, specific State
Purchasing representatives, and to all users within other State entities who have access to the Contracts
tool. If an entity would like to enact stricter visibility controls of their information from those in the latter

group, Access Control can be applied to the entire CW.
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Learning Objectives
At the end of this job aid, you will be able to:

\
-@- Edit the Access Control field.

]
\ 7/
-@- Set the Access Control to ‘Private to Team Members’.

LY
-@- Add a new group to the Team tab.



Setting Access Control

Setting Access Control

0 Click the Actions drop-down of the Overview section on the Overview tab and select Edit Overview.

Overview Documents Tasks Team Message Board History
Overview All Tasks
Contract ID:  CW39696 View Details tract Creation and Execution
tract Management
Contract Status:  Draft Amendment
. Mave able 1 for Vendor to Complete <
Last Published Date: Il (i

ast Published Date:  0L/01/2026 (5 able 2 for Vendor to Complete Vv <&

arcs . Create
Version: vl (editing) able 3 for Vendor to Complete v N

A. On the subsequent screen, scroll down to the Access Control field, then click the drop-down arrow
and select Search more.

Overview Template Questions

Name: *

Access Control Contract Workspace I 0]

Version: vl (editing)

Deserpton: | g (a] (A (&) () () (16 [ o= = A& ®

Example Contract Workspace

Oumer: [GSTralnede v ] 6]

Base Language: English

Cnmmnmy:*[ 7611 - Cleaning and janitorial services 7... ] Add more

Entity: ADMMNP DOA Purchasing W ] Add mare

Predecessor Project: [ Janitorial Services Project — RESPONSES W
Access Control: [

f
(No restrictions - Accessible to all usersi v Details ®

Private To Team Members.

Q, search more 1A

B. The Choose Values for Access Control menu will appear. The menu has several options, but the
suggested selection is the Private To Team Members option. Click that checkbox and click Done.

Choose Values for Access Control

Add to Currently Selected Currently Selected
Name [ I l Search Name f
D Name T No items
a 4 >
E] Private to Contract Management Basic Users

(] Private to Contract Management Pro Users

[ rreae o reen oo m I

D View Budget Analysis -

C. Now, only Team Members will have access to view this document. Navigate to the Team tab to
review who is currently listed as Team Members and to add others to that list.
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D. The groups listed on the Team tab by default cannot be deleted, but other users or groups can be
added. Itis suggested that users add a new custom group to this tab and add the specific
members they feel need access to the document. In particular, a group can be added that will
automatically include every user loaded into a specific entity, so if an entity wants to limit
access to only P&C or NCDIT and their own entity, this would be the most efficient way.

E. Click on Actions in the top-right of the Team tab and select Edit from the drop-down, then click
Add Group on the subsequent Team screen.

Team Members

Group t Members
Agency Approver | (no value) v .
Contract Administrators | NC Contract Administrator A4 Add more
Deputy State Purchasing Officer - Legal | Deputy State Purchasing Officer - Legal v Add more
/) Deputy State Purchasing Officer - Strategic Sourcing | Deputy State Purchasing Officer - Strategic .~ Add more
Governor's Office Approval Group | Governor's Office Approval Group A Add more

Inkarmal Acane Dm,:j |t sentare

F. After selecting Add Group, the Project Group Details screen will display. Give the new group a
Title and click OK.

Project Group Details “[ Cancel |

Define this Group by entering a group Title. By changing which Roles are included in this group. you can change the permissions of the Aore

Title: * [ Entity Users ] a

Members: (no value)

Roles: (select a value) [select]

Project: Test (i

G. Select the radio button next to the new group and click the drop-down arrow in the Members
field, then select Search more.

Team Members

Group 1 Members
N o " -
B Contract Administrators MC Contract Administrator e | Add more D
Deputy State Purchasing Officer - Legal Deputy State Purchasing Officer - Legal e | Add more
Deputy State Purchasing Officer - Strategic Sourcing Deputy State Purchasing Officer - Strategic ~- | Add more
ll @) Entity Users ¢ (no value) m
() Governor's Office Approval Group Governor's Office Approval Group v | Add more

[ Delete ] [ Add Group ]
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H. On the subsequent Choose Values for Members screen, type in part of the entity’s name (for
example, “Administration” for the “Department of Administration”) and check the box next to
the returned entity name to add all users from that entity to the Team Members for this specific
Contract Workspace, then click Done and OK.

Choose Values for Members

O

Add to Currently Selected Currently Selected
Name v | administration ]H' | Search I Name t ID Type Phone Email Addre:
| Name 1 ID Type Phone Email Address No items
AGRI AGRI < >
| Financial Financial Grou
Approver - Approver - P

Administration __Administration

Department Department
of of Group

Administration Administration
< >

|I. Team Members will now include a custom group that includes all users from the selected
entity. Clicking on the link in the Members field will list all users within that group. Now the
Access Control setting of Private To Team Members includes all users within the entity.

Team Members Actions I

Group 1

Agency Approver

Contract Administrators

Deputy State Purchasing Officer - Legal

Deputy State Purchasing Officer - Strategic Sourcing

Members

{no value)

NC Contract Administrator
Deputy State Purchasing Officer -

Deputy State Purchasing Officer -

Entity Users

Department of Administration

Governor's Office Approval Group

Governor's Office Approval Group
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Legal

Strategic Sourcing
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